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Introduction1 

Deterrence of  cyber-attacks by states or state-sponsored actors is becoming an increasingly important 
issue in international relations. The number of  cyber-attacks in the world has grown sharply in 
recent years; especially instances of  large-scale cyber espionage and cybercrime all over the world.2 
These types of  cyber aggression cause primarily economic damage. Yet, in addition to economic 
consequences, such as weakening the competitive economic position of  a state, cyber espionage in 
particular is also a security issue: it can be used by enemies to learn a great deal about another nation’s 
security situation and discover potential weaknesses. Stolen information about, for example, military 
capabilities or vital infrastructure, could be used to cause harm through digital or non-digital means. 

Cyber-attacks aimed at sabotaging or disrupting societies are far less common so far. Nevertheless, 
continuing digitalization is increasing the risk of  more large-scale cyber-attacks aimed at disrupting 
societies and creating unrest, disorder, or even causing physical damage and victims. The worldwide 
number of  devices and appliances that are connected to each other and to the Internet will increase 
to approximately 25 billion in 2020.3 The greater the dependence on cyber technologies, the more 
vulnerable any society will be to cyber threats. A major cyber-attack remains a possible nightmare 
scenario. Much damage could be caused by cyber-attackers who succeed in sabotaging energy supply 
systems, chemical plants, nuclear installations, air and railway traffic control systems, hospitals, drinking 
water and sewerage facilities, payment systems, or a combination of  these. In this sense, what applies to 
terrorist attacks also applies to cyber-attacks: although the probability of  an attack may be relatively low 
in statistical terms, the impact of  such an attack could be considerable. From that perspective, the trend 
of  many states heavily investing in cyber forces is not reassuring.4 

For states, the increasing threat of  large cyber-attacks is not an easy challenge. Ideally, enemies are 
deterred before they actually launch a cyber-attack, so no damage is done at all. To deter cyber-attackers, 
their cost-benefit calculation needs to be influenced, leading them to conclude that the costs of  
launching a cyber-attack may be higher than the benefits. This article concisely discusses the main policy 
options that are relevant for deterring major cyber-attacks by other states or state actors. The options are 
grouped into three main categories: 

1) Deterrence by Denial; 
2) Deterrence by Retaliation; and 
3) Deterrence by Signaling.
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Deterrence by Denial

The most obvious way to deal with cyber threats is making such attacks more difficult for potential 
assailants by improving the security of  cyber technology systems. One could label this as “defense” of  a 
state’s cyber domain, as “deterrence by denial”, or as “passive deterrence” – passive because this policy 
is aimed at strengthening internal resilience, instead of  actively influencing any actors from abroad. 
Deterrence by denial generally consists of  technical defense measures, for example: multi-layered 
firewalls, advanced encryption, thorough authentication methods, so-called ‘honeypots,’ and active 
monitoring of  uncommon activities in networks. 

Improving the security of  cyber infrastructure increases the costs that an attacker must incur to 
carry out a successful cyber-attack, and makes it less likely that the attack will have the desired effects 
and gains. If  opponents know beforehand that the defense of  a certain cyber infrastructure is well 
constructed, they will be less likely start a cyber-attack (but instead may look for other ways to attack – 
or attack another potential victim). To achieve this, the cyber infrastructure must be secured in such a 
way as to ensure that any attackers encounter barriers that considerably reduce the likelihood of  their 
attack succeeding. 

Cyber defense is regularly regarded as the best way to deal with international cyber threats.5 An 
important problem, however, is that cyber defense is expensive and complex and requires continuous 
investment; technological developments occur at such a rapid rate in the cyber domain that any 
stagnation means decline. In addition, it is difficult to raise full awareness on the part of  all people 
involved. Cyber-attackers always exploit the weakest link in the chain that they can find, and often, these 
weakest links are human beings. A cyber-attacker targeting a certain organization will need only one 
inattentive employee who downloads infected files, thereby creating an opening for the cyber-attacker. 

Another problem with deterrence by denial is that cyber-attackers always have the advantage of  time 
to look for weaknesses in cyber infrastructure, while the targeted party must respond as soon as a 
previously unknown weakness is exploited. In other words, cyber-attackers always have the element of  
surprise, making defense more complicated. Even more, because cyber-attackers immediately look for 
other weaknesses as soon as a gap in security has been closed, they always have an advantage over cyber 
defenders, especially because it is impossible to close every security gap in cyber infrastructure. Cyber 
defense will therefore always be a competition between attackers exploiting or seeking to exploit a newly 
discovered weakness, and defenders working to close a detected security gap as quickly as possible. From 
a deterrence perspective, cyber defense is only effective if  it really changes the cost–benefit calculus of  
enemies. If  the attackers consider it worthwhile to increase their efforts to surpass the improved cyber 
security measures, deterrence by denial has limited effect.

Deterrence by Retaliation

A more active method of  deterrence is changing the cost-benefit calculus of  potential cyber-attackers 
by openly communicating the possibility of  retaliation and doing so if  cyber-attacks are conducted. 
Retaliation of  cyber-attacks could be done through retaliatory measures within the cyber domain itself  
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(a cyber-attack on the attacker carried out by the party first attacked), diplomatic and/or economic 
sanctions, or even conventional military action. Furthermore, retaliation can be done overtly or covertly. 
To a certain extent, fear for retaliation will undoubtedly raise the threshold for cyber-attackers. 

Economic retaliation of  cyber-attacks through instituting (or strengthening pre-existing) economic 
sanctions might have some value as a deterrent, especially against countries with an economy that is 
highly dependent on trade relations with the retaliating state. However, once the sanctions are installed 
or strengthened, the sanctioned state has little reason to change its cyber behavior unless there are 
guidelines on how to ease or get rid of  the sanctions. Another risk is that the economic interdependence 
is mutual, so economic sanctions will hurt the retaliating state as well. This is even more the case if  the 
retaliated state will reply with counter-sanctions; in that case one could question whether the economic 
damage would outweigh the deterrent effect regarding cyber-attacks.

Retaliation by counter-attacks in cyberspace may be a more effective deterrent; the most obvious option 
to retaliate is to strike back in the same realm as the offender. The threat of  counter-attacks in the cyber 
domain may considerably change the cost-benefit analysis of  potential cyber-aggressors. On the other 
hand, retaliating a cyber-attack with another cyber-attack bears the risk of  escalation through a tit-for-
that cycle of  cyber-attacks from both sides. 

Another (though less realistic) option is retaliation through conventional military means, such as a 
strike against a specific location related to the cyber forces of  the attacking state. Such an action may 
easily trigger a military response from the target state and could culminate in a dangerous process of  
escalation. This method seems likely to be considered only in the case of  very destructive cyber-attacks, 
or if  the attacker involved is considerably less powerful and will not be able to strike back militarily. 

A final option of  deterrence by retaliation is the use of  covert military operations. It is the invisibility, 
and therefore unpredictability, of  covert retaliation that might deter opponents from conducting 
cyber-attacks. Ideally, the opponent never knows whether arising cyber problems are created by covert 
retaliatory activities or other causes. Of  course, covert retaliation also brings a risk of  escalation: the 
target state may retaliate itself, and maybe for problems that were not caused by covert operations in the 
first place. 

Even apart from the risk of  escalation, various specific characteristics of  the cyber domain make it 
relatively difficult to apply deterrence by retaliation effectively. The main obstacle is the attribution 
problem.6 It is very difficult to conclusively identify the actor(s) responsible for unclaimed cyber-attacks. 
Cyber weapons differ from other weapons, as the origins of  cyber weapons are not clearly visible and 
traceable. For example, attackers can use a chain of  hacked or infected computers without the owners 
of  these computers actually being aware of  any wrongdoing. Although it is technically possible to locate 
the source of  a cyber-attack by means of  IP addresses, there is always the possibility that the source 
identified was merely a link in the chain of  the attack and that the owner was not in any way deliberately 
involved in the attack. 

In addition, state actors can conceal their involvement by having cyber-attacks carried out by non-state 
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actors, like criminal hacker groups. Conversely, non-state attackers may claim an association with a given 
state even if  this is not actually the case. It is even possible to plant “false flags” into cyber attacks, by 
deliberately leaving traces to another, non-involved actor (for example, by using language or computer 
codes linking this third actor). Because it is difficult to establish the identity of  the actor responsible 
for a cyber-attack with absolute certainty, especially if  the accused actor denies involvement, there is 
a risk of  retaliating against an innocent party. In practice, few state actors will be willing to take this 
risk, something that cyber-attackers are well aware of. Strong forensic capabilities in the cyber domain 
are crucial to identifying the cyber-attackers; a higher probability of  being identified will certainly have 
a deterrent effect. Currently, only very few states that have the capabilities to combine sophisticated 
cyber forensics with outstanding traditional intelligence operations may be able to acquire accurate, 
convincing evidence about cyber-attackers. Yet, openly presenting the evidence acquired may entail the 
risk of  hurting future intelligence operations because opponents may gain insight into the intelligence 
capabilities that were applied. 

The credibility of  the retaliation threat and the risk of  escalation are problems as well. Deterrence by 
retaliation only works if  the party seeking to deter communicates clearly about the retaliatory measures 
that may be taken in the event of  a cyber-attack. If  communication about possible retaliatory measures 
is not clear, it is unlikely that a potential attacker will take them into account and they will therefore not 
have a deterrent effect. After all, deterrence measures are only effective if  the opponent is aware of  
them. Moreover, drawing ‘red lines’ in the cyber domain can also have the opposite effect to potential 
opponents. Cyber-attackers may deliberately cross a red line to cause escalation, perhaps even while 
taking advantage of  the attribution problem and posing as a different party. To maintain the credibility 
of  deterrence, the party using it as an instrument must retaliate – even if  doing so at that specific time 
is not the favored course of  action. Any failure to adhere to the deterrence mechanisms communicated 
would dilute the deterrent effect, since potential opponents would be encouraged to think that the red 
lines are not all that red in practice.7 From this perspective, deterrence by retaliation may increase the 
risk of  a vicious cycle of  escalating hostilities as well. 

Deterrence by Signaling 

A third category of  cyber deterrence is actually a mix of  deterrence by denial and deterrence by 
retaliation, which, on a scale of  escalation risk, could be placed between the two. Deterrence by signaling 
is mainly about influencing the cost-benefit calculus of  cyber-attackers through communication. 

The foreign policy instrument of  signaling consists of  giving a signal to an adversary to express 
knowledge as well as discontent about certain behavior of  this adversary. Thus, the actor in question 
may be convinced to stop the signaled behavior, realizing that any continuation will be noticed and 
potentially result in retaliation.8 Generally, it is as simple as just communicating that the behavior of  
the adversary is known and deemed undesirable. This can be done in private, only known between the 
two adversaries, or in public, which makes the instrument more like “naming and shaming.” Diplomatic 
protests (for example, expelling diplomats) or legal measures (for example, indicting specific persons 
involved with cyber aggression) are examples of  mostly symbolic measures that have a signaling, 
and thus deterring, effect. Signaling aims to convince the adversary that continuing the activity in 
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question may result in countermeasures. This implies that effective signaling entails the (indirect) threat 
of  potential retaliation as well. This way, the cost-benefit calculus behind the signaled behavior is 
influenced: continuing will be more costly than was (assumingly) expected before the signal was received. 
Yet, to support the signaling instrument, retaliation options must be on the table. Without the risk of  
being retaliated against, signaling efforts will less easily impress the cyber aggressor.

Although signaling is often done in private, between two influential officials or politicians, doing it in 
public may have even more of  an effect. Public naming and shaming could have negative consequences 
for the adversary state’s reputation, with potential repercussions in the political and economic realm. 
The attribution problem in the cyber domain and the risk of  escalation should be mentioned here as 
well, but the negative effects are less direct than applying deterrence by retaliation immediately. When 
using the instrument of  signaling, it may be less necessary to provide 100% convincing evidence as 
compared to retaliation.

Especially in the cyber domain, signaling may be an effective deterrent. Cyber weapons are generally 
considered as almost “cost free.” They are often effective, while being relatively cheap to use. Moreover, 
because of  attribution difficulties, the anonymity of  the user is to some extent guaranteed. Signaling, 
however, could change this cost-benefit calculus. If  applied successfully, signaling could remove the 
perceived anonymity of  the cyber aggressor.9 Signaling thus provides foreign policy makers with an extra 
escalation level, with only psychological effects, before the next level of  actual retaliation. 

Diplomacy as a long-term solution

An important notion when discussing deterrence in the cyber domain is that deterrence may be effective 
in the short term, but diplomacy is most promising to contribute to international cyber security and 
stability in the long term. While deterrence policies may almost directly have positive effects on a state’s 
cyber security, they are expensive and bear the risk of  continuing escalation. Diplomacy may not offer 
any “quick fixes” regarding cyber security problems, but in the long term it could offer a more secure 
and stable international environment in which cyber-attacks conducted or supported by state actors 
becomes less likely. 

Confidence-building measures, for example, could enhance interstate cooperation, transparency, and 
predictability, with the aim to reduce the risks of  misperception, escalation, and conflict entailed by 
cyber threats. In case of  cyber aggression, confidence-building measures could function as pressure 
valves, allowing a safe release of  tensions before they escalate. Also important are international norms 
and values established by multilateral diplomacy; they are to a large extent “invisible”, but very influential 

To effectively deter cyber-attackers, their cost-benefit calculus 
needs to be influenced, leading them to conclude that the costs of  
launching a cyber-attack may be higher than the benefits.
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to international security and stability. Globally-shared norms against the use of  nuclear weapons, 
for example, contributed to the fact that their use has been nearly unthinkable for many decades. 
Diplomacy may contribute to establish similar norms regarding cyber-attacks. Norms can provide shared 
understandings between states, allowing them to consider shared interests, as well as finding ways to 
deal with diverging interests. Yet, the diplomatic route to establish international norms regarding cyber 
security is not a short-term process. To come to broadly accepted norms, common values have to be 
found; states must perceive that following the norms is in their own national interest.10 

Conclusion

Deterring large cyber-attacks is not an easy task for states. To effectively deter cyber-attackers, their cost-
benefit calculus needs to be influenced, leading them to conclude that the costs of  launching a cyber-
attack may be higher than the benefits. 

Three categories of  cyber deterrence policies have been discussed above: “Deterrence by Denial” 
mainly means investing in cyber defense measures. It does not involve much risk for escalation, but 
in its passiveness it may not convince cyber-attackers to stop searching for loopholes in the cyber 
defenses – which will definitely be found. “Deterrence by Retaliation” is a more aggressive method: 
it is about ensuring cyber-attackers that they will face serious consequences when their activities are 
discovered. This method may have more deterrent power, but also bears serious risks of  escalation 
and ongoing (cyber) conflict. Last, but not least, “Deterrence by Signaling” was described as a policy 
option. This method, which is about communicating to (potential) cyber-attackers what is known about 
them and what will not be tolerated, fits in between the other two options on a scale of  costs, risks, and 
effectiveness. Ideally, a state combines all three methods in a flexible mix of  cyber deterrence methods. 
Yet, it is also preferable that states not only focus on short-term deterrence policies, but also invest in 
diplomatic efforts, which may be more effective in the long term.   

Deterrence of  Cyber-Attacks in International Relations
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